
Appendix 1: GDPR Data Audit

1. Personal Information held (existing systems and processes)
Please answer the following for all information that you hold which is identifiable to an individual. i.e. contains a name, telephone number, email address or residential address. 
	Item / List / Description
	Purpose for holding / retaining /processing this information
	How did you obtain this information
	Where is this information stored? 
	How is access restricted / data made secure?
	How is this information shared with others
	Does this information facilitate communication with individuals 
	Is this communication legitimate and reasonable? Does it facilitate an activity (and therefore there is legitimate interest) or is it for another purpose requiring consent.
	Have you received ‘opt-in’ consent which is on record for the explicit purposes of all communication taking place
	What is your process of review of data retention? Frequency / assessment?
	Recommendation / Action required
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2. Regular Mass Communication
Please itemise all mass communication that you are involved with, whether emails to a distribution list / group or other mailshots
Example: e-newsletters, rota emails, communication with small groups, youth, children or parents. Multiple recipients in email chains. Attendees of events.

	Item / List / Description
	Where is the list held? (On company email system, on paper, on personal email system, mailchimp (or equivalent), or secure church database i.e churchsuite)
	Have you decided to group the individuals into a list or have they opted into this list through relevant sign-up or membership
	Do you have opt-in consent for this communication recorded?
	If by email, is the mailing happening through a secure and private messaging service such as mailchimp or churchsuite. If not, why?
	Is Outlook or another ‘local’ email system used? Why?
Is the use of BCC (blind carbon copying) utilised as part of the communication process?
	Is there a clear unsubscribe / opt out process? Is this automated with a click through option included in all mailings?
	What is your process of review of data retention? Frequency / assessment?
	Recommendation / Action required

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	






3. How is information shared?

Please detail and instances that you are aware of where individual’s data is passed onto or shared with another individual or organisation?
Examples – members details in directories or printed newssheets. Email addresses or phone numbers in adverts / notices. Email distribution lists, emails not bcc’d. Rotas and contact lists. Details on noticeboards. Diocesan or charity commission returns. Any content on website or social media?

	Method of sharing?
	Purpose for sharing?
	Is this legitimate?
	Can it be avoided?
	Has consent been obtained?
	Recommendation / Action required

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



4. Data and information stored for legal purposes.
Example: Service registers, DBS records, Electoral Roll, Safeguarding, Gift Aid
	Item / List / Description
	Who governs the legal requirement
	Duration of retention
	Is this information securely stored?
	Method of storage?
	Is any duplication of this data minimised and in response to a legitimate and practical reason?
	Recommendation / Action required

	
	
	
	
	
	
	

	
	
	
	
	
	
	



5. Retention Periods

Please list all the information you are responsible for storing, your frequency of review and your understanding of how long it is appropriate to retain this information. Review all retention periods and can such periods be justified? What is the procedure for deleting personal data, is it adequate?; 

	Item / List / Description
	How often do you review this information and determine whether it is still accurate / should be retained?
	How long should this information be retained for?
	What determines or governs the length of retention?
	How would you delete this information?
	Recommendation / Action required
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